02 January 2025

The below and attached are samples of varied work by Michael S. Balensiefer:

1) In a CBP technical position, a Developer lead issued the following brainstorm:
	Naray is an awesome developer on the TRG team. He is always willing to share his knowledge with the team. He always offers help not only in development tasks but also in system admin tasks. The TRG team appreciates all the excellent work Naray has done. Naray has helped on many complex projects. Couple of such:
The technical integration between SailPoint and TRG to automate the TRG User Access process, and the Integration between Outlook and the TRG Reservation system.
Naray worked on backend Integration Triggers in SailPoint Integration Project. SailPoint integration was needed due to huge volume of users migrating to TRG. By automating the User Access process via SailPoint we had:
Integration between Outlook and TRG Reservation project was a high visibility project. Ashburn was in the process of connecting Cisco Room Kits into Microsoft Teams. Naray took over when the developer who started the work had to leave. He caught up with the requirements quickly and delivered this initiative successfully on time. 



Which I used to compose and submit the following award nomination:
	[bookmark: m_-3114966888333858137__Hlk129790600]Team TRIRIGA is proud to nominate Naray Rama for the SGI "Customer’s Champion" award. Developer Naray Rama contributed SME level effort to two critical projects:
1. Naray spearheaded the technical integration between Identity and Access Management (IAM) tool SailPoint and CBP’s TRG software to automate a traditionally manual User Access process that significantly reduced the amount of time it takes for users to obtain access and increased the accuracy of the user dataset to enable thousands of new users to join under an automated process that vastly expanded the visibility of TRG within CBP.
2. Under similar diligence, Mr. Rama assumed the work of a departing Developer to steward the technical integration between the Outlook email client and TRIRIGA’s Reservation system to deliver this high-profile initiative successfully and on time.
Naray's professional knowledge, naturally selfless contributions, and programming strengths are a motivating force to the Team and make him a true “Customer’s Champion”; Naray is a deserving candidate for this award as his work has a significant impact on TRG’s users, the CBP and SGI.





2) The below is a digital advertisement that I created:
[image: ]


3) The below are printscreens of a presentation that I produced and spoke to for a Malware case study. The audience is the general public:
[image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ]
4) The below is a basic System Diagram:
[image: ]


5) Attached is a Sales Whitesheet for an obsolete product:



6) Attached is a Technical Whitesheet that describes the installation, setup, and customization of faux software:




~END~
Michael S. Balensiefer
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WHAT IT DOES

DarkComet was a free administration tool to help control networked systems.
It can be used to completely take over a system, allowing the Client (Hacker) full access.

Like TeamViewer, the Remote Access Tool has many features which allow someone to use it as a help
tool; however, DarkComet also has features that can be used maliciously:

Spy Functions: Webcam/ Auto-ScreenCaps

Remote Desktop (invisible to Victim)

Redirect IPs/ Ports

PowerOff/ Restart

Sound Capture (hear through your slaves’ microphone)
Close/ Update/ Uninstall Server

Execute

Send keylog data to FTP server (when configured)

eecocc e

Plus DDOS functionality, which is only used offensively...
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The Victims/Servers do not have a user interface.

...The Client can use any of the features the GUI contains.
In this case...that's everything.
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INSTALL & CONFIGURATION

parkc®mver  [BEE “giR

Computer (Hacker) -> DarkComet.exe -> DUC -> No-IP -> Server (Victim)
DarkComet RAT: Google it. Install the program locally.

DUC (DNS Update Client): Keeps your IP address in sync with the No-IP host. Checks for
address changes and updates the No-/P DNS.

oo NO-IP.cOm: Setup account. You need a non-logging proxy server, unless you want your targets
to find you through your IP trail.
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Don't install Trojans.

Q’s?





image10.png
Vulnerability
Scanners

Vulnerability Scanner Outputs.
sent or queried for
visualizations and reports

.ne04 J

GRAPH

Threat/Incident, Vulnerabilty
Findings, and issue tiket
information sent 1o Graph for
visualization and investigation

System Framework

Processed Log Data

searched for threat/incident

Queries. Matching results
sentto SOCTraq

A

socTrag

Datacenter
Log Devices
Kibana
Processed Log Data
sent o queried for RawLog data
reports
- Processed
- Log Data sent for
- [ thsticsearch & L}
Elasticsearch searchability. Logstash

Log Data processed
and optimized for Splunk

Figure 2: System Framework of Titan Components and Data Flow

splunk>





image11.emf
TITAN_Brief.docx


TITAN_Brief.docx
[image: ]



[image: ]
[image: ]What is TITAN…?



The TITAN Suite includes SOCTRAQ with GRAPH database technology, and Elastic Stack (ELK).

Unlike other widely-deployed SIEM and Enterprise Security Manager (ESM) platforms, which typically have high costs associated with implementation, CYFORCE’s TITAN Suite leverages open-source technology which translates into lower implementation costs, better extensibility, and a much more aggressive feature improvement cycle.



CYFORCE | JACOBS Engineering Group



The majority of our clients use TITAN not to replace existing SIEM ecosystems, but to augment and enhance SIEM tool infrastructures by using data that most users are already collecting, yet simply not leveraging. The following components comprise the TITAN solution:

· Elastic Stack (ELK): ELK is a technology insertion companion to SPLUNK®, which functions as the main ingest point for High-Value Asset (HVA) log data. ELK processes collect log data in-flight for use by FEDTRAQ/SOCTRAQ analytics. ELK becomes the “throttle” point for existing SPLUNK® implementation.

· GRAPH Database: The GRAPH backend effects Root Cause Analysis. GRAPH better enables users to identify the likely origination point of a vulnerability, determine the impact of the vulnerability on enterprise assets, and quickly identify how many assets can be remediated with the application of a single roll-up or comprehensive patch. GRAPH performs autonomous relationship and linkage analysis to speedily reduce legacy vulnerability inventories and identify which critical assets can quickly be brought into compliance

· SOCTRAQ: SOCTRAQ is Security Operations Center Automation at its finest. SOCTRAQ offers enhanced detection and alerting; it is a force multiplier, with dynamic alert visualizations, a graphical depiction of the threat chain, autonomous countermeasures, and SOCTRAQ provides an enormity of automation for SOC tier functions. SOCTRAQ offers best-in-class visual representation of alerts and threats grouped logically.



SOLUTIONS

technology

11091 Sunset Hills Road Suite # 777 

Reston, Virginia 20190

www.cyforce.com

[bookmark: _Hlk2884840]Security Solutions for the Next Millennium

Figure 1: TITAN Software Suite Architecture





The TITAN Platform is being expanded to address the following 2020 Cybersecurity Objectives:

· Enhanced “Real Time” Detection and Alerting relative to High-Value Assets (HVA) protection

· Automated Event Reduction/Correlation. SOCTRAQ and ELK “throttles” translate to cost reductions in SPLUNK® licensing costs and optimize threat investigation. 

· Utilize SOCTRAQ and SOCAnalytics (GRAPH) to offer Root Cause Analysis of Vulnerabilities and Environment Change Detection

· Vulnerability Data Analysis, False Positive Detection, POA&M Closure, etc.; the FEDTRAQ platform automates and accelerates the tasks of findings and vulnerabilities review 

· Cyber-Data Fusion: Integrate data from multiple sources, and overlay PIV data alongside logs and CMDB data to identify users whose access borders expiration



CYBERDATA FUSION  

& NETOPS ARCHITECTURE

TITAN resolves the following “Pain Points” commonly experienced by civilian Agencies:

· Detection, identification, and investigation of Cybersecurity-related threat events are time-consuming and requires significant experience

· “Real-time” monitoring tools capable of alerting users and participating in events mitigation are incapable of evolving to meet ever-changing threats

· The high cost of data processing, storage, and customization when using SPLUNK® alone

· Limited Senior Technical Resources are available to integrate and enhance existing SPLUNK® Products

· The high cost of real-time Continuous Monitoring (CM) of High-Value Assets (HVA) 

· Automated Vulnerability Analysis and Remediation Tracking through continuous diagnostics and mitigation (CDM) is difficult



CYBER SECURITY AUTOMATION

.

crid@jacobs.com
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PhotoSift v1.0 User Manual & Technical Whitesheet
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[bookmark: _Toc144584714]Introduction

PhotoSift (PS) is a GUI and backend customizable tool for the enterprise that standardizes digital images. 

 Applications required for this effort include our logic engine, PowerShell, and the open-sourced ImageMagick and ExifTool. See photosift.com/setup for installation instructions

[bookmark: _Toc144584715]Overview

Images are another dataset that should be normalized by the organization to ensure consistency in compatibility, size (weight and dimensions), color space (sRGB vs Adobe, etc.), and naming convention. PhotoSift adheres to predefined rules but is customizable to better effect digital assets management. 



Optimized images benefit website performance, the user experience, and lead to cost savings in terms of bandwidth, storage, and content delivery--and benefits SEO with quicker page loads.



Figure 1 below diagrams the basic logic in PhotoSift’s default setup:

		 [image: Figure of PhotoSift default logic]





[bookmark: _Ref144584302][bookmark: _Toc144630019]Figure 1: Diagram of PhotoSift default logic

Under development: Silhouette Graphics is working to auto map creator logic visually, as seen above

Output folders can be added, removed, and renamed as seen in Figure 2:



		[image: Figure of PhotoSift output folders]





[bookmark: _Ref144581017][bookmark: _Ref144581013][bookmark: _Toc144630020]Figure 2: Image of customized Output folders



[bookmark: _Features][bookmark: _Toc144584716]Features

Webmasters: Got user-generated images? PhotoSift works under multicore Windows or Unix/Linux to ingest image files to quickly perform the below:



For versions:

1. PhotoSift PowerShell v.1.0:
PS can:

· Sort images - via Multicore! (PS can process thousands of images per second with CPU/GPU)

· Identify and sort extraneous file types (if you have not set up input validation) into folders.

· Ingest and moderately repair image, corrupted image, and non-image files

· Remove Exif field data 

· Maintain specific Exif information (consider: description, make, date modified, date created, orientation, date/time, shutter speed, ISO, program, GPS data, software, copyright information, author, color space, comments, and thumbnail)

· Rotate images losslessly by following Exif orientation data (and then strip Exif data as instructed)

· Validate that the image filetype matches the file header

· Scan and batch process folder content at intervals

· Remove or re-create thumbnails (at your height and width)

· Standardize images for bits-per-channel, color space, compression ratio (etc.)

· Place corrupted image files in a folder

· Summarize sessions; with a pop-up and log file declaring number of images processed, sorted, cleaned in x period, and file size percentage saved.

· Output to folder sets in any networked location

· Issue warnings and errors

PhotoSift is used by several Fortune 1000 companies

2. PhotoSift GUI v.1.0:

PS can:

· Support most of the above features

· Support drag-and-drop, even mid-batch

· Process while still queuing

· Export and import actions and settings

· Save and recall workflows 

PhotoSift processes 714 images on average a second, per core (See our 2.2 GHz test)

[bookmark: _Toc144584717]How-Tos

The below are PowerShell script How-Tos: 

[bookmark: _Hlk144584493][bookmark: _Toc144584718]How-to #1: Rename files with lowercase file extensions:

		# Specify the directory where your files are located

$directory = "C:\path\to\your\directory"



# List all the files in the directory with a specific extension (e.g., .jpg)

$files = Get-ChildItem -Path $directory -File -Filter *.jpg



# Loop through each file and rename it with a lowercase extension

foreach ($file in $files) {

    $oldName = $file.FullName

    $newName = $file.FullName -replace '\.([^.]+)$', {".{0}" -f $Matches[1].ToLower()}

    

    # Rename the file

    Rename-Item -Path $oldName -NewName $newName

}





[bookmark: _Toc144630021]Figure 3: How-To #1: PowerShell script to effect lowercase extensions

GUI renaming options include renaming extensions to lower case, cutting filename length, removal of non-ANSII characters, renaming sequentially under then commands, etc. The tool may be scripted according to standard operators. The sky is the limit!

[bookmark: _Toc144584719]How-to #2: Convert the image format to jpg 

		# Specify the path to the ImageMagick "magick" executable

$magickPath = "C:\Path\to\magick.exe"  # Replace with the actual path to magick.exe



# Specify the input and output file paths

$inputFile = "C:\Path\to\input_image.png"  # Replace with the path to your input image

$outputFile = "C:\Path\to\output_image.jpg"  # Replace with the desired output path



# Check if the magick executable exists

if (Test-Path $magickPath -PathType Leaf) {

    # Convert the image to JPG format

    & $magickPath convert $inputFile $outputFile



    # Check if the conversion was successful

    if ($LASTEXITCODE -eq 0) {

        Write-Host "Image conversion completed successfully. Output saved to $outputFile."

    } else {

        Write-Host "Image conversion failed. Please check the input file and ImageMagick installation."

    }

} else {

    Write-Host "ImageMagick not found at $magickPath. Please specify the correct path to the 'magick' executable."

}





[bookmark: _Toc144630022]Figure 4: How-To #2: PowerShell script to convert the image format to jpg 


[bookmark: _Toc144584720]How-to #3: Set the maximum image height to “x” pixels

		# Define the path to the ImageMagick `convert` executable (replace with your actual path)

$imagemagickPath = "C:\Path\To\ImageMagick\convert.exe"



# Input image file path

$inputImagePath = "C:\Path\To\Input\Image.jpg"



# Maximum height (X dimension) you want to set

$maxHeight = 800  # Replace with your desired maximum height



# Output image file path (where the resized image will be saved)

$outputImagePath = "C:\Path\To\Output\ResizedImage.jpg"



# Construct the ImageMagick command

$command = "$imagemagickPath $inputImagePath -resize x$maxHeight $outputImagePath"



# Execute the ImageMagick command

Invoke-Expression $command



# Check if the operation was successful

if ($LASTEXITCODE -eq 0) {

    Write-Host "Image resized successfully."

} else {

    Write-Host "Image resizing failed. Error code: $LASTEXITCODE"

}





[bookmark: _Toc144630023]Figure 5: How-To #3: PowerShell script to set the maximum image height to “x” pixels


[bookmark: _Toc144584721]How-to #4: Sort out non-image files (based on extension)

		# Define the source and destination folders

$sourceFolder = "C:\SourceFolder"

$destinationFolder = "C:\DestinationFolder"



# Create the destination folder if it doesn't exist

if (-not (Test-Path -Path $destinationFolder -PathType Container)) {

    New-Item -Path $destinationFolder -ItemType Directory

}



# Get a list of files in the source folder

$files = Get-ChildItem -Path $sourceFolder



# Define an array of image file extensions (add more if needed)

$imageExtensions = @(".jpg", ".jpeg", ".png", ".gif", ".bmp")



# Loop through each file in the source folder

foreach ($file in $files) {

    # Check if the file extension is in the list of image extensions

    $extension = [System.IO.Path]::GetExtension($file.Name).ToLower()

    if ($imageExtensions -notcontains $extension) {

        # File is not an image, so move it to the destination folder

        Move-Item -Path $file.FullName -Destination (Join-Path -Path $destinationFolder -ChildPath $file.Name)

        Write-Host "Moved $($file.Name) to $destinationFolder"

    }

}



Write-Host "File sorting completed."





[bookmark: _Toc144630024][bookmark: _Hlk144618534]Figure 6: How-To #4: PowerShell script to sort non-image files to a folder based on file extension


[bookmark: _Toc144584722]How-to #5: Sort out non-image files (based on Exif header)

		# Define source and destination folders

$sourceFolder = "C:\SourceFolder"

$destinationFolder = "C:\DestinationFolder"



# Create the destination folder if it doesn't exist

if (-not (Test-Path -Path $destinationFolder)) {

    New-Item -Path $destinationFolder -ItemType Directory

}



# Get a list of all files in the source folder

$files = Get-ChildItem -Path $sourceFolder



# Loop through each file and check if it's an image using exiftool

foreach ($file in $files) {

    $exifInfo = & "exiftool.exe" $file.FullName 2>&1



    if ($LASTEXITCODE -eq 0) {

        # The file has Exif data and is considered an image

        # Move it to the destination folder

        Move-Item -Path $file.FullName -Destination $destinationFolder -Force

        Write-Host "Moved $($file.Name) to $destinationFolder"

    } else {

        # The file does not have Exif data and is not an image

        # You can add code here to handle non-image files as needed

        Write-Host "$($file.Name) is not an image."

    }

}



# Clean up: Remove empty subdirectories from the source folder

Get-ChildItem -Path $sourceFolder -Directory | Where-Object { (Get-ChildItem $_.FullName).Count -eq 0 } | Remove-Item -Force





[bookmark: _Toc144630025]Figure 7: How-To #5: PowerShell script to sort non-image files to a folder based on Exif headers

Removal of full Exif data saves 3.8% by weight for the average image




[bookmark: _Toc144584723]Appendices

The appendices below supplement information to support the content of the User Installation Manual.




[bookmark: _Toc144584724]Appendix A: References

ExifTool Website: ExifTool

ExifTool Documentation: ExifTool User Guide

ExifTool Cheat Sheet: ExifTool Cheat Sheet



ImageMagick Website: ImageMagick

ImageMagick Documentation: ImageMagick User Guide

ImageMagick Cheat Sheet: ImageMagick Command Line Processing





[bookmark: _Toc144584725]Appendix B: Acronyms

		Acronym

		Definition



		ANSII

		American National Standards Institute



		EXIF

		Exchangeable Image File Format



		GUI

		Graphical User Interface



		JPG

		Joint Photographers Expert Group



		PS

		PhotoSift



		SEO

		Search Engine Optimization



		UI

		User Interface





[bookmark: _Toc144630026]Figure 8: Acronyms





Appendix C: Contact Us

PhotoSift About us
PhotoSift Contact Sales 
PhotoSift Custom Setups and Private Client
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MALWARE OVERVIEW

The DarkComet Trojan can technlw be considered all of the below:
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It is efficient; and especially constructed to remote-control a Windows machine.

It is one of the most stable and complete RATs available.




